G@T H A M SOC as a Service

technology group, LLC

Businesses today are facing increasingly sophisticated cyber-threats. In
order to effectively combat the many challenges they face, organizations
must invest in tools, and crucially, people as well. The combination of
human experience and industry-leading software and services are the
foundation of Gotham’s SOC as a Service offering. The service is flexible
and scalable; bundled, priced, and delivered as a single annual
subscription.

Gotham's SOC as a Service offering includes:

24x7 SOC Concierge Service, powered by ArcticWolf and managed by
Gotham, for on-prem and cloud environments, which includes:

e Managed threat detection and response, with proactive threat
hunting.

e SIEM replacement

e Behavioral analytics and machine learning SIEM platform

e Unlimited log collection and storage

e Vulnerability corrective services provided by Gotham's InfoSec Team

e Monthly security risk rating and reporting, powered by
SecurityScorecard with Gotham corrective recommendations

e Per-incident and monthly/quarterly reporting/trending analysis and
recommendations.

e Optional —log raw viewing and retention (up to 10 years)

e Optional - quarterly vulnerability scans and annual penetration testing
provided by Gotham's InfoSec Team

e Optional - Incident response retainer
e Optional - 24x7 GothamWatch infrastructure monitoring
Gotham SOC as a Service also provides:

e Regular source validation and testing. We make sure all the right
inputs are available and new sources are added as needed.

e False positive oversight and testing. We dig into root causes for false
positives and reduce the noise.

Corrective services available from Gotham include:
e Modify misconfigured/loose firewall policy rules

e QOperating system and application hardening

e Phishing and general email corrective actions

Contact your Gotham Account Manager for more details.
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